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The purpose of the policy is: 

• To outline the acceptable use of computer equipment at Insights Independent School 

 

• To put in place rules to protect pupils and staff during virtual learning sessions as provided 
by the school and with the explicit consent of parents, carers or guardians. 

 

• To safeguard the system from potential threats such as virus attacks, hacking, system failure 
and breach of legal requirements. 

 

• To raise staff awareness of their duty to use the school’s ICT resources for 
professional purposes responsibly, ethically and lawfully, and to ensure their 
pupils do the same. 

 

• Provide clarity on the use of AI tools within the school environment. 

 
AI and Acceptable Use: 

 

• AI tools, including generative AI platforms, should only be used for professional purposes where 
appropriate and must not process, store, or analyse confidential, sensitive, or personal data related to 
students, staff, or the school. 

 

• Staff must not rely on AI-generated content without verification, particularly in areas related to education, 
safeguarding, or decision-making. 

 

 

• Any concerns regarding AI use should be reported to the Director of IT and Designated Safeguarding 
Team. 

 

• Staff are prohibited from engaging with AI chatbots or automated tools on social media for 
school-related communications. 

 

• AI-driven monitoring tools may be used to enhance security and compliance in online 
learning environments. These tools help identify potential safeguarding risks and must be 
used in accordance with the school’s AI Policy. 

 

• Staff must not input student, staff, or personal school data into any AI-powered tools 
unless explicitly approved under the school’s Data Protection Policy and GDPR 
compliance guidelines. 

 
All staff need to be aware that: 

• The IT Director, the Executive Director and the Senior Leadership Team reserve the right to access 
files, folders, network data and workstations at any time with reasonable cause. 

 

• The school filters, monitors and records all ICT usage and activity both in school and on school 

cloud-based software. This includes the use of the internet as well as general network usage. Staff 

may request that certain sites be temporarily ‘unblocked’ if this will assist their teaching. 
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• Staff will have access to the school’s ICT resources (including their email account) until the final day 
of their employment by the School. 

 
• External devices such as USB sticks must be encrypted and may not be used without specific 

permission from a line manager and a virus check prior to use for network safety and security 
reasons. 

• If you have any concerns about a suspicious-looking email, you are advised not to open it, delete 
it and report it to your line manager who will inform the ICT support team directly. 

 

• This policy should be read in conjunction with the ‘Home-School Agreement for virtual learning 

protocols’ (see Appendix A of this policy), Staff Acceptable Use Agreement (see Appendix B of 

this policy) and the Safeguarding and Child Protection policy. 

 

 
Staff need to: 

• Be fully aware of the contents of the staff Acceptable Use Agreement, Staff Code of Conduct 
and the Home-School Agreement for on-line learning and do everything they can to ensure 
these are upheld. 

• Use the network and all ICT equipment appropriately and responsibly. 

 

• Report any loss or damage to ICT equipment to their line manager immediately. 

 

• Contact their line manager if any resource behaves unexpectedly. 

 

• Be aware that if they install software on a home computer which is licensed through the 
School, it is their responsibility to uninstall it when they leave the School’s employment. 

 

• Be responsible with the amount of storage space used and undertake regular 
‘housekeeping’ to delete unwanted files. 

 

• Take care when choosing passwords in order to keep the School’s ICT systems secure. 
Carelessness when choosing passwords leaves confidential pupil data vulnerable to theft. 
Passwords should be updated at the beginning of every term and should contain a mixture 
of alphabetical, numeric and special characters. We recommend that you change your 
password at the beginning and end of each holiday to avoid being locked out of school 
systems. 

 

• Ensure that printing is carried out in a responsible and economical way. When printing is 
required, double-sided black/white copies should be used. Colour printing should only be 
used where needed. Personal printing is not permitted. 

 

• Staff must take the appropriate level of care and responsibility for the device(s) and equipment they 

have been provided for work purposes. Where possible equipment and devices should be 

included in home insurance cover. In the case damage (neglectful or accidental) you may be 

liable for the replacement value minus the depreciation cost for the device or piece of 

equipment. 
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Staff must take care not to: 

 

• Harm, offend or bully anyone using ICT. 
 

• Procure, display or distribute any material that may be illegal, harmful, offensive or detrimental to 
anyone. This includes, for example: racist or extremist material, material of asexual nature and 
viruses. 

 

• Engage in any illegal activities. 
 

• Make any sort of recording, whether audio or visual, of any conversation or meeting with anyone in 
the School community without their express permission, as this would constitute a breach of trust 
and may lead to disciplinary measures. 

 

• Log on using another person’s username and password, attempt to access another person’s files or 
data or give out any usernames or passwords. 

 

• Give out, or publish, personal details relating to any member of the School community without 
permission. 

 

• Take part in any activity that may be detrimental to the School’s name, at home or in school. 
 

• Install or run any unapproved or unlicensed software/programmes on any school computers, 
laptops or iPads. 

 

• Change any of the configuration settings of any school computer, laptop or iPad. 
 

• Provide access to copyright works beyond that which is allowed under current copyright legislation. 

 

• Whilst in school, use personal ICT equipment – whether using the School Wi-Fi network or their 
own provider’s 3G or 4G network, including mobile, hand-held and tablet devices, in a way which 
contravenes this policy. 

 
 

 
Electronic communications: 

 

• Staff must not contact or communicate with any pupils, parents or guardians or carry out any 
school business using personal social media accounts such as Facebook. 

 

• Professional messaging groups, such as Microsoft Teams should only be set up and managed by a 
member of staff for school business such as team meetings. These groups should remain unlocked 
and should be actively monitored and managed by the member of staff responsible. Personal 
messaging groups such as ‘WhatsApp’ should not be used for school activities. 

 

• The use of AI tools in written communications must comply with data security and confidentiality 
guidelines. 
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• Staff should be aware that all online activities, including AI-assisted communications, are subject to 
monitoring and review. 

 

 
Use of email 

• An Insights email address will be provided to all staff and is part of the School’s ICT resources. It is 

therefore subject to the same conditions as those set out in this Acceptable Use Policy. This 

email address should be used for all work-related email. 

 

• The use of all other personal email accounts, such as Hotmail and Gmail should not be used for school 
business. 

 

• Do not open unknown email attachments 

 

• Best practice for email usage is during school opening hours (7.30 am – 6.00 pm) for both internal 
and external communication. 

 

• Staff should not set up any kind of service to forward school emails to a personal email 
account, to do so would be in breach of the General Data Protection Regulations (GDPR). 

 

• Staff members wishing to set up a personal device to receive school emails should ensure that the 

device is not accessible to anyone else (e.g., family members). Any loss or theft of a personal device 

that grants access to a school email account should be reported immediately to the line manager. 

On leaving employment at Insights any service set up to receive school emails to a personal device 

must be cancelled. 

 
 

Email communication 

• Staff must not engage in personal on-line conversations using the School network, or access 
Instant Messaging sites or Chat Sites for personal use whilst in school. 

 

• Staff must maintain the securest settings on any personal social media sites, so 
that pupils, parents, guardians, former pupils and others cannot see any 
personal information. 

 

• Staff should not become ‘Friends’, ‘Follow’ or make direct connections on any social media 

sites with present pupils. This also applies to ex-pupils until they are 18 and have finished 

secondary education. 

 

• Staff are strongly advised to use these sites in a professional manner and, should any concerns 
arise, they should seek the advice of the DSL or Deputy DSL as soon as possible. 

 

• Staff should not respond to parent or guardian enquiries that are received via email other than 

to acknowledge their receipt via the School office. Communication with 

parents/carers/guardians is better taking place via telephone where misunderstandings are 

less likely. 
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• Only Administrative staff, members from the safeguarding team and approved form tutors will 
communicate with parents by email. 

 
 

 
Remote/ Virtual teaching and learning 

The purpose of the internet and the use of other forms of technology within Insights is to support curriculum 

development in all subjects, raise educational standards, promote student achievement and inclusivity, 

support the professional work of staff and enhance the school’s management functions. 

 

• ‘Google Classrooms’ is used by Insights for students who are not access learning on-site, ‘Microsoft 

Teams’ issued for weekly whole school meetings, daily briefings and meetings with 

professionals, local authorities, referral agencies and placements commissioners. 

 

• The school recognises that many aspects of the curriculum can be enhanced by enabling students to 

access virtual / remote learning therefore it is essential that the teaching of safe and responsible 

behaviour for students accessing on-line information and virtual learning continues to be 

encouraged by staff, parents, carers and guardians. 

 
 

 
Staff using Google Classrooms must: 

• Activate the appropriate settings before the session starts; microphone, audio, prepare any 
documentation for screen sharing (Google slides or videos) 

 

• Save recordings of sessions in the ‘cloud’ where accessibility is restricted to the ICT support 
team’s administrator preventing the alteration of the recorded sessions. 

 

• Follow and adhere to the procedures to ensure students continue to be protected away 
from school during scheduled online virtual learning sessions. 

 

• Have a plain white background or the school logo visible in the background of all 
sessions conducted on-site and at alternative venues as authorised by the Executive 
Director. 

 

• Contact IT technical support via sdouglas@insightsesc.co.uk / 
mezekwe@insightsesc.co.uk if there are any technical difficulties when activating the 
appropriate settings. 

mailto:sdouglas@insightsesc.co.uk
mailto:mezekwe@insightsesc.co.uk
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The sessions: 

• The teacher is the host and must not make a student the host or a co-host at anytime. 
 

• Only the host/teacher (or co-host) can record a session or meeting. 

• All live sessions will be recorded so that if any concerns arise, the video can be reviewed. 

 
• Staff members must not record sessions on their personal computers/devices or 

individually assigned computers/laptops. 

• Full names of participants are not to be used either within the resource itself, within the file-name 
or in any accompanying text online. 

• Students must use their first names only. 
 

• Staff must use their title and surname 

 

• The privacy setting ‘waiting room’ must be set by the host/teacher before the session starts and be 
set at all times during the session, allowing the host/teacher to decline uninvited student 
candidates 

• The host/teacher will disable ‘private chat’ accessibility for the duration of all sessions. 

 

• All ‘Teams’ sessions will be given a password to protect the room, which is only made known to the 
student, parent/carer/guardian. 

 

• The session will be locked once all the expected students are confirmed as present on-line and the 
teacher/host will mute all at the start of the session. 

 

• All students’ screen-sharing features should be turned off. 
 

• The host’s/teacher’s screen-sharing feature remains on for the duration of the session. 
 

• The Executive Director, senior leads, the DSL or a subject lead must be able to join any session at 
any point. 

 

• Staff must record the length, time, date and attendance of any sessions held and this information 
should be available to their individual line manager. 
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Expectations of staff and student conduct during the session: 

 

• The host/teacher and students are not to use mobile phones or any other electronic device 
during the session. 

 

• The host/teacher and student must wear suitable clothing, as should anyone else in the 
household. 

• Any computers used must be in appropriate areas, for example, not in bedrooms. For staff 
working at an alternative venue (with the Executive Director’s authorisation) hide or blur the 
background where the school logo is not visible. 

 

• The host/teacher must use professional and appropriate language at all times. 

• Where the host/teacher has concerns about behaviour displayed by a student, parent, guardian 
or a member of the household who is in or nearby the room where the session is taking place, 
the student’s session will be stopped by the host/teacher by muting, disabling video or placing 
them in the virtual ‘waiting room’ as appropriate. 

 

• Any safeguarding concerns must be reported to the Designated Safeguarding Lead inline with 
reporting protocol. 

 
 

 
When accessing the network from outside the School staff must not: 

 

• Transfer any material that could be deemed offensive, harmful or illegal from outside the School to 
the School network. This includes transfer by Internet or by any form of removable media. 

• Share any confidential or whole school documentation, such as that on the Staff Shared drive, with 
anyone from outside the School. 

 

• Transfer or store any confidential information on cloud services such as Dropbox or Google Drive. 
The only cloud storage that may be used is the School provided OneDrive account. 

 
 
 

When using a laptop/iPad provided by the School staff must: 

• Adhere to this policy. 
 

• Store the School laptop/iPad in an appropriate manner minimising the risk of theft or damage. If 
left in an unattended motor vehicle it must be concealed in a locked boot. 

 

• Not install programmes for which the School does not have a valid license. 

 

• Return any borrowed laptop/iPad to school promptly. 
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• Keep the equipment in their possession. It should only be used by them and should be securely 

stored when not in use. All associated items, including the charging cable, should be kept in good 

order. Staff must be mindful of the agreement they signed when their laptop/ iPad was issued and 

ensure that any loss or damage should be reported to their line manager immediately. 

 

• Return the laptop/iPad to their line manager prior to their official leaving/period of absence 

date if they leave the employment of the School, or have an extended leave of absence e.g. for 

maternity/paternity leave. 

 

• Not store personal photographs or video on the laptop/iPad. 

 

• Not retain for any longer than is necessary photos or videos taken of pupils taken using a school 
iPad for the purpose of teaching and learning. 

 

• Delete any confidential pupil data stored on the laptop/iPads once it is no longer needed. 

 

• Be aware that insurance cover provides protection from the standard risks whilst the laptop/iPad 

is on the School site but excludes theft from a staff member’s home, car or other establishments. 

Should the laptop/iPad be left unattended, and it is stolen, staff must inform their line manager 

immediately. 

 

• Allow Insights-owned devices to be checked periodically for safety and compliance with school 
policies by the ICT support team. Outcomes will be reported to the Executive Director. 

 

• Get authorisation from a Senior Leader when requesting that an App/software be purchased. 

 

• Not download or install social networking apps. 
 

 
This updated policy integrates AI considerations into the school’s Acceptable Use Policy while reinforcing data 

protection, safeguarding, and professional digital conduct. 

 
This policy will be reviewed annually by the Directors of School and the Chair of the Insights Advisory Board in 

consultation with ICT. 
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APPENDIX A: Insights Home-School agreement for virtual learning protocols 

Staff will: Parents/guardians will: Students will: 

1. Send the timetable for virtual 
lessons to the parent/guardian 

2. Contact parent/guardian to discuss the 
arrangements in advance of session 
date (ie. start time; parent/guardian 
required to stay in room during 
sessions; sessions will be recorded) 

3. Ensure they adhere to the ‘Insights 
Staff Code of Conduct’ and the 
‘Acceptable Use Agreement’ for ICT 
and virtual learning 

4. Ensure the appropriate virtual learning 
settings have been selected before the 
start of the session including background 
settings and recording 

5. Start and finish the sessionon time 
6. Remind students of expected 

behaviours at the start of sessions 
7. When students do not comply with 

expected behaviour mute, disable 
video or place them in ‘waiting 
room’ as appropriate. 

8. Ensure that they click to end the 
session for all students participating 
when session ends 
Report any safeguarding and 
wellbeing concerns raised by the 
parent, guardian or child to the 
Designated Safeguarding Lead and 
relevant Senior Leads in line with 
safeguarding procedures 

1. Be made aware in advance of the 
expected behaviours of all members 
of the household in or nearby the 
room where the session is to be 
held (i.e., use appropriate language, 
wear suitable clothing. 

2. Be present in the room for the session 
and appear on screen or audio at the 
start of the lesson to confirm consent 
for their child to participate 

3. At the start of each session confirm their 
agreement of ‘live’ classes being recorded 
and stored securely. If any issues were 
to arise, the video can be reviewed 

4. Ensure that additional members 
of the household only participate 
in sessions when requested by 
the teacher, tutor or therapist. 

5. Ensure that devices used for the sessions 
are in appropriate areas, e.g., not in 
bedrooms, and where possible there are 
no distractions or activities going on in 
the background 

6. Not record sessions 
7. Supervise their child’s internet use and 

online learning including access to 
websites related to the lessons/task set 
Report any safeguarding and wellbeing 
concerns raised or observed to the 
Insights 
DSL or the relevant Senior Leader 

1. Be made aware of the date of the 
session and will be ready to start on 
time 

2. Discuss with their parent/guardian 
the behaviour expectations for 
virtual learning sessions before the 
session starts 

3. Use appropriate language, wear 
suitable clothing, not use mobile 
phones or any other electronic 
devices at all times during the 
sessions 

4. Not record sessions 
5. Respond politely to the teacher when 

answering questions and completing 
set tasks 

6. Listen when the teacher or other students 
speak in the session without 
interrupting 

7. Use appropriate language and polite and 
positive words when sending messages or 
leaving comments. 
Always be supported to share their 
concerns if anything makes them feel 
scared or uncomfortable at any time 
during the sessions. 
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Appendix B 

 
INSIGHTS AGREEMENT FOR HOME AND SCHOOL USE OF ELECTRONIC DEVICES 

 
I CONFIRM RECEIPT OF ELECTRONIC DEVICES: 

 

Student Name  

Electronic Device  

Model  

Serial Number  

Laptop Name  

 
 

AND AGREE THAT: 
 

The electronic device will remain at all times the property of the Insights School, this device has been provided 
as an interim to assist with the set period of remote learning. 

The electronic device is issued solely for the Student named above. The electronic device may be requested to 
be returned at any time with reasonable notice. 

 
Parents / Guardians / Carers have overall responsibility for the electronic device safe keeping. 

The electronic device must be kept at all times at the pupil’s home address/the school address. 

Should you change address from the location you have given us, it is essential that you inform Insights School 
at the earliest opportunity. 

The electronic device must not be lent or passed to any third party. 
 

The electronic device will be responsibly used and looked after, and any damage or loss reported immediately 
to the School representative at the school. 

 
If your electronic device is stolen you must immediately report it to the police and get a crime reference 
number. Immediately report this to Insights School; the school (we) will confirm if there are any arrangements 
in place to replace the electronic device your child/teenager is using. 

The electronic device must not be used for any illegal and/or antisocial purpose. This includes the distribution 
of copy written material without the owners' permission through "Peer 2 Peer" software and websites. The 
electronic device and internet connection must not be used for acts of "cyber bullying". 

 
The electronic device must also not be used to download any other applications or programmes or software 
via the App Store or web browsers. 

 
You must not decorate or change the external face of the computer in any way including affixing stickers, or 
removing or damaging the security labels. 

Reasonable health and safety precautions should be taken when using the computer. Insights School is not 
responsible for any damage to person or property resulting from the improper use of the computer or 
equipment loaned. 
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Insights School is not responsible for any costs resulting from the use of the computer including electricity, 
printer cartridges, paper or any cost occurring from an internet service. 

 
Parent/Guardians/Carers or a nominated adult may be required to transport the electronic device to and from 
Insights School in person, as requested by Insights School. For example, should technical issues arise that 
requires this. 

Any technical/maintenance or installation of software will be carried out by technicians authorised by Insights 
School. We have installed anti-virus software as well as a desktop agent onto the device to assist with any 
remote technical support if ever required. Please note that because of this work it may be necessary to 
completely remove all information contained on the computer. Insights School cannot be held responsible for 
the loss or damage of any data on the computer during this process and it is your responsibility for the backup 
of your information. 

 
 

I have read or had explained and understand the terms and conditions in the contract agreement. I 
understand that I am bound by their terms and that by breaching the conditions the loan of the computer 
may be withdrawn. 

 
Name of Parent / Carer/ Guardian…………………………………….. 

Signature………………………….. 

School name and representative …………………………………… 

Signature………………………….. 

Date:…………………………………………. 
 

I have read, understood and agree to these conditions: 

Name of Pupil:…………………………………………… 

Signature………………………….. 

Date:…………………………………………… 
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Appendix C 
 

Insights Online Filtering and Monitoring Guidelines – Updated in Line with KCSIE 2025 

 
Introduction: 

At Insights Independent School, we are committed to providing a safe and secure online environment for all 

students and staff. In accordance with the latest updates from Keeping Children Safe in Education (KCSIE) 2025. 

We have strengthened our approach to online filtering and monitoring to protect students from online harm 

and to meet the legal and statutory safeguarding requirements set out by the Department for Education. 

Purpose: 

The purpose of online filtering and monitoring is to: 

• Protect students from exposure to harmful or inappropriate content online, including content related 

to extremism, suicide, self-harm, or abuse. 

• Safeguard students from online threats, including cyberbullying, grooming, and radicalisation. 

• Support staff in identifying early signs of concerning behaviour or misuse of digital technologies. 

• Ensure compliance with KCSIE 2024 and ensure all online activity reflects the school's safeguarding 

policies. 

 

 
Key Updates from KCSIE 2025 and 2024: 

KCSIE introduces new and strengthened requirements for filtering and monitoring. In accordance with KCSIE 

2025 and 2024, the following updates have been integrated into our online filtering and monitoring system 

which include: 

• Enhanced monitoring of online activities, including email communication, chat applications, and web 

browsing. 

 

• Age appropriate filtering software (TrendMicro) applied across the network and domain following risk 

assessment. 

 

• Real-time visible alerts for suspicious or concerning online behaviour. 

 

• Regular reviews and updates of filtering policies to adapt to emerging online risks. 

 

• Annual staff training and awareness on the importance of online safety and reporting procedures. 
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Expectations for Staff: 

All staff members are expected to adhere to the following guidelines by: 

 

 

• Familiarising yourselves with the school's online safety policies and procedures. 

 

• Only use school-provided devices and accounts for work-related tasks. 

 

• Report any concerns or incidents related to online safety to the designated safeguarding lead 

immediately. 

 

• Do not attempt to bypass or disable any online filtering or monitoring measures in place. 

 
Reporting Procedures: 

If staff encounter any online safety concerns, follow these reporting procedures: 

• Contact the designated safeguarding lead or a member of the safeguarding team. 

 

• Provide as much detail as possible about the concern, including dates, times, and individuals involved. 

 

• Do not confront individuals involved or take matters into your own hands. 

 
Training and Awareness: 

Insights are committed to providing ongoing training and awareness programs throughout the year to all 

members of staff across all levels to ensure that everyone at the school is kept well-informed about online 

safety, monitoring and reporting procedures. 

 
Review: 

The IT Director and IT Team will regularly review the effectiveness of Insights filtering and monitoring systems 

and review this document annually in accordance with the latest KCSIE updates. 

 
Conclusion: 

By complying with the KCSIE 2025 guidance and implementing a robust, transparent filtering and monitoring 

approach, Insights Independent School ensures that students are safeguarded while accessing technology for 

education. These procedures also promote responsible use of technology among staff and students alike. 

 
For any questions or further clarification, please contact Michelle Ezekwe; 

Email: mezekwe@insightsesc.co.uk 

mailto:mezekwe@insightsesc.co.uk
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Appendix D 

Insights Acceptable Use Agreement 

 
This agreement applies to all employees, volunteers, Advisory Board Members, and service areas of Insights ESC. 
It covers the use of digital technologies including email, internet, network resources, cloud platforms, 
communication tools, learning software, devices, and any AI technologies. 

 
General Use: 

 
• I will only use the organisation's digital technology resources and systems for 

professional purposes or for uses deemed 'reasonable' by the Executive Director, IT Director and DOS Team. 
 

• I understand that all ICT usage is monitored for safeguarding and compliance purposes in line with KCSIE 
2024. 

 
• I will not share my school login or Wi-Fi credentials with students and will use strong, regularly updated 

passwords. 
 

• I will not reveal my password(s) to anyone unless I am required to do so to assist in an internal investigation; 
I am required to do so by law for legal purposes or any other matter in which it would be detrimental or 
harmful to others (should I not share my password). 

 
Use of Artificial Intelligence (A.I.) 

 

• I will only use AI tools (e.g., generative AI like ChatGPT) for work-related purposes and not to process or 
store personal or confidential data. 

 

• I will not rely on AI-generated content in areas involving education, safeguarding, or decision-making 
without human verification. 

• I will not engage with AI chatbots or automated tools on social media for school-related communications. 
 

• I understand that AI tools used by the school for filtering/monitoring are permitted for safeguarding in 
accordance with the AI Policy and UK GDPR. 

 
Data Protection 

 

• I will comply with the UK GDPR, Data Protection Act 2018, and school policies when handling personal data. 
 

• I will not use personal email accounts (e.g., Gmail) for school business or forward school emails to personal 
inboxes. 

• I will report lost or stolen devices or any breaches of data security immediately to SLT and IT. 
 

• I will not use anyone else's password if they reveal it to me and will advise them to change it. 
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• I will not allow unauthorised individuals to access my email I internet I intranet I network, or other school 
systems or any Local Authority (LA) system I have access to. 

 
• I will ensure all documents, data etc., are printed, saved, accessed and deleted or shredded in accordance 

with the organisation's network and data security policy. 
 

• I will only store data on the school’s approved systems (e.g., OneDrive). External cloud platforms like Google 
Drive or Dropbox must not be used. 

• I will ensure any confidential data that I wish to transport from one location to another is protected by 
encryption and that I follow school data security protocols when using any such data at any location. 

 

• I understand that the data protection policy requires that any information seen by me with regard to staff 
or pupil information, held within the school's information management system, will be kept private and 
confidential, except when it is deemed necessary that I am required by law to disclose such information to 
an appropriate authority. 

 
 

Communication and Social Media 

• I will only communicate with students and parents/carers through authorised platforms (e.g., school email, 

SIMS InTouch). 

 

• I will not engage with students or parents via personal messaging apps or social media (e.g., WhatsApp, 

Instagram). 

 

• I understand that professional messaging platforms (e.g., Microsoft Teams) must remain unlocked, 

monitored, and appropriately named. 

• I will ensure that any private social networking sites blogs etc. that I create or 
actively contribute to are not confused with my professional role or are deliberately used by me to 
undermine the organisation’s professional credibility. 

• I will ensure, where used, I know how to use any social networking sites I tools securely, so as not to 
compromise my professional role or the organisation’s reputation. 

 
• I will not engage in any online activity that may compromise my professional 

responsibilities or the organisation’s reputation. 
 

• I will not engage in any online activity or the use of social media (eg. Facebook, Instagram, etc) with pupils, 
ex-pupils and/or their parents/carers. 

 
• I will only use the approved email system(s) for any school/service area business. This is currently: Insights 

ESC email address (eg. jsmith@insightsesc.co.uk) 
 
 

• I will appropriately use the following: the Insights ESC approved email system with clients and parents; 
school-approved learning platforms (ie. Google Classrooms) with pupils and parent/carers; SIMS ‘in touch’ 
system with parents/carers only, and I will only communicate with them about relevant school matters 
and/or updates for which the system is designed. 

 

• I will ensure all communication maintains professionalism and confidentiality. 

mailto:jsmith@insightsesc.co.uk


Acceptable Use Policy Insights Independent School 

19 

 

 

Remote and Virtual Learning 

• I will follow all virtual learning protocols including: 

- Using approved platforms like Google Classrooms and Microsoft Teams. 

- Ensuring all sessions are appropriately secured (e.g., waiting rooms, password protection). 

- Using only professional backgrounds (e.g., school logo) and attire when teaching online. 

- Not recording or storing sessions on personal devices. 

 

• I will keep accurate records of virtual learning sessions including attendance, dates, and times. 
 

 
Equipment, Devices and Digital Resources 

• I will take due care of school-issued devices and ensure they are covered under home insurance where 

possible. 

• I understand I may be held liable for neglectful damage or loss, minus depreciation value. 

• I will not install or run unauthorised software and will use only licensed applications approved by the school. 

• I will not store personal files or media on school devices, and will delete confidential data when no longer 

required. 

• I will not connect my device (including USB flash drive), to the network if it does not have up-to-date anti- 
virus software, and I will keep any 'loaned' equipment up-to-date, using the organisation's recommended 
anti-virus and other I.C.T. 'defence' systems (ie. Trendmead anti-virus software and Network Dell Sonic Fire 
Wall). 

• I will not use personal digital cameras or camera phones or digital devices for taking, editing and transferring 
images or videos of pupils, staff or clients and will not store any such images or videos at home. 

• I will only use school/organisation approved equipment for any storage, editing or transfer of digital 
images/videos and ensure I only save photographs and videos of children, young people, clients and staff 
on the appropriate system or staff-only drive within the organisation and with the appropriate 
permission/consent. 

 

• I will follow the organisation's policy on the use of mobile phones/devices during work hours and I 
understand that any unauthorised or covert use of such devices to record voice, images or video without 
permission/consent is not allowed. 

 

• I understand and accept that any computer, mobile phone, electronic device or laptop loaned to me by the 
school, is provided solely to support my professional responsibilities and that I will notify the school of any 
"significant personal use" (ie. not work-related use). I will include the equipment in my household contents 
insurance or inform the school if this is not possible. 

 
 
 

Online Filtering and Monitoring 

• I will not attempt to bypass filtering or monitoring systems (e.g., through proxies or VPNs). 

 

• I understand that monitoring tools (including AI-driven systems) are used to detect safeguarding concerns 

in compliance with KCSIE 2024. 
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• I will immediately report any concerning digital activity to the DSL or IT team. 

 
Safeguarding and Reporting 

• I will report any safeguarding concerns immediately following the school’s procedures, including concerns 

about student behaviour, colleague conduct, or inappropriate digital content. 

 

• I understand that all internet and system usage can be logged and reviewed for safeguarding, investigatory, 

or disciplinary reasons. 

• I will report any accidental access to, or receipt of inappropriate materials, or filtering breach or equipment 
failure directly to the organisation's IT Consultant, or via my Line Manager or a member of the SLT. 

 

• I will alert the Designated Safeguarding Lead or the Deputy Designated Safeguarding Lead or in their 
absence, a member of the SLT, if I feel the behaviour of any child, client, colleague or adult may be a cause 
for concern. 

 

• I understand that it is my duty to support a whole-school safeguarding approach and will report any 
behaviour (of colleagues, pupils or adults), which I believe may be inappropriate or concerning in any way, 
to the Designated Safeguarding Lead. 

 
 
 
 

Training and Compliance 

• I will attend mandatory ICT, safeguarding, AI, and e-safety training as scheduled. 

 

• I will remain up-to-date with all current e-safety, data protection, and digital conduct policies. 

• I will embed the school's e-safety/online I digital literacy curriculum into my teaching. (This applies to all 
staff who work directly with pupils). 

 
 

Agreement: 

• By signing this agreement, I confirm that: 
 

• I have read and understood the Acceptable Use Policy (2025). 
 

• I understand that this agreement and the Acceptable User Policy is to be read alongside the Insights 
Independent School Staff Code of Conduct. 

 
 

• I will comply with this agreement and related policies (Staff Code of Conduct, AI Policy, Data Protection 
Policy). 

 

• I understand failure to follow this agreement could result in disciplinary action, up to and including dismissal 
or police involvement if required. 
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• I understand that it is my responsibility to ensure that I remain up-to-date and read and understand the 
organisation's most recent e-safety/online-related policies and information. It is also my responsibility to 
attend all related training and briefings arranged by the organisation. 

 

• I understand that this Acceptable Use Policy applies not only to my work and use of the organisation's ICT 
equipment in the school and business organisation setting, but also applies to my use of the organisation's 
ICT systems and equipment externally. It also applies to my use of personal equipment within the 
organisation or in situations related to my employment by Insights ESC. 

• I understand that I have a responsibility for my own and others’ e-safety and I 
undertake to be a 'safe and responsible digital technologies user'. 

 

• I understand that failure to comply with this agreement could lead to disciplinary action. This could include 
a warning, a suspension, referral to the Local Authority, the Local Authority’s Designated Officer and in the 
event of illegal activities the involvement of the police. 

 

 
Signature Date  

 
 

Full Name (printed)  
 
 

Job title/role  
 
 

Authorised Signature (Member of SLT) Date  

 
Full Name (printed)  


