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This policy will be reviewed annually or in response to legislative updates regarding Al
governance, data security, and online safety.
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Artificial Intelligence (Al) technology is becoming more increasingly widely used within education. At
Insights we recognise the potential benefits of Al in enhancing educational outcomes, reducing
workload for staff, and improving administrative processes. At the same time, we acknowledge the
risks involved and will mitigate them through our existing policies, amending these as necessary to
address Al-specific concerns.

We aim to educate staff and students about the safe, ethical, and responsible use of Al, preparing
them for a future in which Al technologies will play a significant role. Safeguarding staff and learners
remains our foremost priority.

Purpose

This policy sets out the principles and guidelines for the use of Artificial Intelligence (Al) at Insights
Independent School. It ensures that Al use aligns with UK legislation, government guidance, and
existing school policies.

The policy aims to:
e Promote responsible and ethical Al usage
e Safeguard students, staff, and data privacy
e Ensure compliance with UK law and educational best practices

¢ Prevent misuse of Al tools in educational and administrative settings

This policy should be read in conjunction with:
e Acceptable Use Policy
e Anti-Bullying Policy
e Curriculum Policies
e Data Protection Policy
e E-Safety Policy
¢ Relationship and Positive Behaviour Policy
e Safeguarding and Child Protection Policy

¢ Staff Code of Conduct

This policy applies to all staff, students, volunteers, parents, carers, and external contractors who
interact with Al technologies within the school environment. This includes Al-driven learning tools,
monitoring systems, and automated decision-making.
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Al in Education and Learning

At Insights Independent School, we recognise the transformative potential of Al to support
personalised learning, improve access to resources, and empower educators. This section outlines
how Al may be ethically and effectively integrated into teaching and learning while ensuring that
human judgment remains central to all educational decisions. The use of Al in education will always
be closely monitored to uphold educational standards and student welfare.

¢ Insights Al teaching and Learning platform is Raspberry Pi, at present no other
platforms should be used until advised in accordance with updated government
guidance and legislation regarding Al laws.

e Al-powered tools (e.g., adaptive learning platforms) may be used to enhance educational
experiences but must be approved by the Senior Leadership Team (SLT) and IT Director.

e Al must not replace human judgment in assessments, grading, or student performance
evaluations.

e Staff must verify Al-generated content before incorporating it into lesson plans or student
guidance.

e Altools may assist teachers in assessing learners' work and identifying areas for
improvement.

e Al must be used ethically and transparently, always supporting human decision-making and
professional judgment.

e The school will integrate Al education across various platforms, including assemblies, form
time, and external lessons to ensure broad understanding among students.

Acceptable Use of Al

e Staff and students must not use Al tools to generate inappropriate, misleading, or harmful
content.

e Al must not be used to create or distribute misinformation or automated messages
misrepresenting the school.

e Al chatbots must not be used for official school communications unless approved by the SLT.

e Al-driven plagiarism or cheating detection tools may be used but must respect student
privacy.

e Al-generated documents, emails, presentations, and other outputs must be clearly labelled
to maintain transparency.

e The Acceptable Use Policy applies to all Al interactions.
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Al and Safeguarding

Safeguarding remains our highest priority. With the increased use of Al in digital platforms, it is
essential to address how Al intersects with our existing child protection responsibilities. This section
details how Al can support the identification and management of safeguarding risks such as
cyberbullying, grooming, and online exploitation while ensuring compliance with KCSIE 2024 and our
Safeguarding and Child Protection Policy.

e Al-driven monitoring systems may be used to detect online safeguarding risks (e.g.,
cyberbullying, harmful content) as outlined in the E-Safety Policy.

e Al-based content monitoring must comply with Keeping Children Safe in Education (KCSIE)
2024 guidance.

e Deepfake content, Al-altered media, or Al-assisted impersonation of any students or staff is
strictly prohibited.

¢ Any Al-related safeguarding concerns must be reported to the Designated Safeguarding
Team (DST) immediately.

Al and Data Protection

Al tools often involve data processing and, as such, must adhere to strict data protection regulations.
This section highlights how Insights ensures compliance with the UK GDPR and the Data Protection
Act 2018, specifically when Al is used in a way that involves personal, sensitive, or special category
data. It outlines the protocols for using, sharing, and protecting data processed through Al systems.

e Altools must comply with the UK GDPR and the Data Protection Act 2018.

e No student, staff, or school data may be entered into Al-powered tools without explicit
approval from both the Data Protection Officer (DPO) and IT Director.

e Staff must report any data breaches involving Al to the IT Director, Data Protection Officer
(DPO) and Information Commissioner's Office (ICO) where necessary.

e Altools should process anonymised data wherever possible to avoid exposing personally
identifiable or sensitive information.

e Altools must notinfringe copyright or intellectual property conventions.
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Al and Cybersecurity

The deployment of Al technologies introduces new dimensions of cyber risk, from phishing attacks to
deepfake impersonation. This section outlines our commitment to securing school systems against
Al-related cyber threats. It details the precautions taken to ensure that Al tools do not compromise
network integrity, device safety, or user data.

e Altools must not be used to bypass security measures or monitoring systems.

e Al-driven phishing attacks, fraud detection, or security risks must be reported to the IT
Department immediately.

e Alsystems used within the school must undergo regular risk assessments and security
audits.

Al in Administration and Decision-Making

Administrative use of Al at Insights aims to streamline operations while maintaining transparency,
fairness, and compliance with relevant legislation. This section covers how Al is used in areas such as
admissions, HR, and scheduling, and makes clear that Al must not replace human oversight in any
decisions with significant personal or educational impact.

e Al-powered administrative tools (e.g., automated scheduling) must be used ethically and
transparently.

e Al-driven HR and admissions processes must align with GDPR and Equalities Act 2010
guidelines.

e Al must not be used to make final decisions regarding student admissions, disciplinary
actions, or staff performance reviews without human oversight.

Compliance and Legal Framework
This section is guided by:
e JCQ Instructions for Conducting Examinations
e Ofqual General Conditions of Recognition (2024-2025)
o Education Act 2011, Section 40; use of technology re academic dishonesty
o Data Protection Act 2018 and UK GDPR; where Al tools process student data

o Keeping Children Safe in Education (KCSIE) 2024; for digital safeguarding risks in exam-
related settings
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Al Exams and Malpractice

Examinations are a critical component of academic assessment and must be conducted with
integrity and fairness. The rapid development of Al presents both opportunities and risks in the
context of exams.

To maintain the integrity and fairness of all internal and external assessments at Insights
Independent School, the use of Al in examination contexts is strictly controlled in accordance with
Ofqual, JCQ regulations, and DfE guidance.

This section sets out clear expectations for the responsible use of Al in examination
preparation, delivery, and assessment at Insights Independent School, in line with guidance
from the Joint Council for Qualifications (JCQ), Ofqual, and the Department for Education (DfE).

¢ Prohibited Use of Al in Exam Conditions

Students are prohibited from using Al tools (e.g., ChatGPT, image recognition software,
language translation Als, etc.) during any formal assessment or examination unless
explicitly authorised as a formal access arrangement. During any formal internal or
external examination, students must not use Al tools for:

o Generating responses or ideas
o Translating, proofreading, or rephrasing answers

o Solving exam questions through automation or predictive tools

e Al-Assisted Malpractice:

Definition of Malpractice: Malpractice refers to any action that compromises the integrity of
the examination process. This includes cheating, plagiarism, falsifying data, and any other
behaviour that undermines fair assessment.

o Any unauthorised use of Al in assessments or exams will be treated as malpractice.
The use of Al to generate, assist with, or modify exam responses constitutes
malpractice. This includes Al generated written content, translations, calculations
or problem-solving outputs and audio or visual representations.

o Staff who suspect Al misuse must follow JCQ malpractice procedures and report to
the school’s Exams Officer and Senior Leadership Team.

o Proven cases of Al related malpractice may result in:
- Disqualification from the exam or subject
- Parental/carer notification

- Formal reports to exam boards (AQA, OCR, Pearson, etc.)
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Exam Preparation and Al

o Students may use Al tools during revision or homework only if the work remains their
own and the Al tool is used ethically (e.g., for summarising content, creating
flashcards).

o Teachers must educate students on the difference between acceptable Al-assisted
learning and plagiarism or academic dishonesty.

Staff Use of Al in Assessment Contexts

o Teachers must not use Al tools to:
- Predict or assign final grades
- Generate mock exam papers or model answers without human review

o Al generated material used in exam preparation must be clearly labelled and checked
for accuracy, bias, and appropriateness.

Responsibilities

o Students: are expected to complete all assessments honestly and without
unauthorised assistance

o Staff: must remain vigilant for Al assisted cheating / academic dishonesty and follow
reporting procedures for any suspected malpractice.
Teachers must not use Al to predict, generate, or simulate exam results or
assessment grades without human oversight. Al tools may support diagnostic
assessments but must not influence final exam submissions or grading decisions.

o Invigilators and examiners: will receive annual training on emerging Al related
malpractice risks

Access Arrangements and Reasonable Adjustments

o Al tools may be used by students with an EHCP or approved access arrangements
only if these are agreed upon in advance with the SENCO and the Exams Officer, and
documented in line with JCQ access arrangements guidance.

o Where students with special educational needs or disabilities (SEND) are granted
the use of assistive technology in exams, Al tools (e.g., screen readers or voice-
to-text) may be permitted only if

- Approved by the SENCO and Exams Officer

- Supported by evidence in line with JCQ, Access Arrangements and
Reasonable Adjustments (AARA)

- Are notin breach of Not in breach of assessment objectives or exam board
regulations
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Monitoring and Detection

Suspected Al misuse will be recorded and reported as a potential breach of examination
protocol to the internal examinations officer and, if appropriate, to awarding bodies such as
AQA, OCR, or Pearson.

o The school may employ plagiarism detection and Al-detection software to
support staff in identifying unauthorised Al use in coursework and non-exam
assessments.

o Such tools will be used transparently and ethically, always supported by
human judgment.

Sanctions for Misuse

Any proven use of Al in violation of JCQ guidelines or school policy will result in formal
sanctions in line with our Behaviour and Disciplinary Policy and may include:

o The Disqualification from the affected assessment
o Notification to awarding bodies

o Notification to parents / carers

Reporting and Risk Assessment

Effective reporting mechanisms are critical to managing the risks and incidents associated with Al.
This section provides clear guidance on how staff should report suspected misuse, safeguarding risks,
data breaches, or technical issues involving Al. It reinforces the importance of swift action,
accountability, and transparent communication with relevant teams and external authorities where
appropriate.

Al incidents must be reported promptly to the IT Director, safeguarding leads, or the ICO
where necessary.

All Al-related incidents will be recorded through the school's normal reporting systems.

The school will audit all Al systems and maintain an Al inventory listing tools, their purpose,
and associated risks.

A Risk Assessment Matrix will be used to evaluate Al risks, covering areas such as data
protection, cyberbullying, bias, misuse, and misinformation.
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Training and Compliance

As Al becomes increasingly embedded in educational environments, it is crucial that all staff
understand how to use it safely, ethically, and effectively. All staff have a shared responsibility in
promoting the safe and appropriate use of Al technologies.

This section outlines our commitment to continuous professional development and policy
compliance as well as the expectations for professional conduct when engaging with Al.

This includes compliance with internal policies and national guidance. It emphasises the importance
of acting as role models in Al usage and reporting any concerns proactively. Staff will receive ongoing
training on Al literacy, data security, and safeguarding protocols to ensure responsible use
throughout the school community.

e Staff will receive comprehensive training on Al literacy, ethical Al use, and safeguarding
concerns.

e Aluse will be regularly reviewed to ensure compliance with DfE and Ofsted guidance.

e TheSLT and IT Director will monitor Al implementation and update this policy annually.

Responsibilities

e Executive Director and Directors of School — Responsible for strategic planning of Al use,
establishing policies, and ensuring staff training.

e Designated Safeguarding Lead (DSL) / IT Director — Ensures Al-related safeguarding risks
are mitigated.

o Data Protection Officer (DPO) / IT Director — Ensures Al use complies with data protection
laws and assesses risks.

¢ IT Technical and Support Staff / IT Director — Provide technical support, cybersecurity
guidance, and oversee Al system security.

e Staff — Ensure responsible Al use, report Al-related issues, and safeguard sensitive data.

e Governors/Trustees — Monitor Al use in education, administration, and decision-making to
ensure compliance with ethical and legal standards.

e Parents/Carers — Engaged through newsletters, school sessions, and online resources to
understand Al’s role in education.
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Appendix A — Online Monitoring and Filtering Guidelines

Insights Online Filtering and Monitoring Guidelines — Updated in Line with KCSIE 2024

Introduction:

At Insights Independent School, we are committed to providing a safe and secure online
environment for all students and staff. In accordance with the latest updates from Keeping Children
Safe in Education (KCSIE) 2024.

We have strengthened our approach to online filtering and monitoring to protect students from
online harm and to meet the legal and statutory safeguarding requirements set out by the
Department for Education.

Purpose:
The purpose of online filtering and monitoring is to:

e Protect students from exposure to harmful or inappropriate content online, including
content related to extremism, suicide, self-harm, or abuse.

e Safeguard students from online threats, including cyberbullying, grooming, and
radicalisation.

e Support staff in identifying early signs of concerning behaviour or misuse of digital
technologies.

e Ensure compliance with KCSIE 2024 and ensure all online activity reflects the school's
safeguarding policies.

Key Updates from KCSIE 2024:

KCSIE 2024 introduces new and strengthened requirements for filtering and monitoring. In
accordance with KCSIE 2024, the following updates have been integrated into our online filtering
and monitoring system which include:

e Enhanced monitoring of online activities, including email communication, chat applications,
and web browsing.

e Age appropriate filtering software (TrendMicro) applied across the network and domain
following risk assessment.

e Real-time visible alerts for suspicious or concerning online behaviour.
e Regularreviews and updates of filtering policies to adapt to emerging online risks.

e Annual staff training and awareness on the importance of online safety and reporting
procedures.
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Expectations for Staff:

All staff members are expected to adhere to the following guidelines by:

e Familiarising yourselves with the school's online safety policies and procedures.
e  Only use school-provided devices and accounts for work-related tasks.

e Reportany concerns or incidents related to online safety to the designated safeguarding
lead immediately.

e Do not attempt to bypass or disable any online filtering or monitoring measures in place.

Reporting Procedures:
If staff encounter any online safety concerns, follow these reporting procedures:

e Contact the designated safeguarding lead or a member of the safeguarding team.

e Provide as much detail as possible about the concern, including dates, times, and individuals
involved.

e Do not confront individuals involved or take matters into your own hands.

Training and Awareness:

Insights are committed to providing ongoing training and awareness programs throughout the year
to all members of staff across all levels to ensure that everyone at the school is kept well-informed
about online safety, monitoring and reporting procedures.

Review:

The IT Director and IT Team will regularly review the effectiveness of Insights filtering and monitoring
systems and review this document annually in accordance with the latest KCSIE updates.

Conclusion:

By complying with the KCSIE 2024 guidance and implementing a robust, transparent filtering and
monitoring approach, Insights Independent School ensures that students are safeguarded while
accessing technology for education. These procedures also promote responsible use of technology
among staff and students alike.

For any questions or further clarification, please contact Michelle Ezekwe;
Email: mezekwe@insightsesc.co.uk

Tel: 07943078289
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Appendix A — Online Monitoring and Filtering Guidelines
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Expectations for Staff:

All staff members are expected to adhere to the following guidelines by:

e Familiarising yourselves with the school's online safety policies and procedures.
e  Only use school-provided devices and accounts for work-related tasks.

e Reportany concerns or incidents related to online safety to the designated safeguarding
lead immediately.

e Do not attempt to bypass or disable any online filtering or monitoring measures in place.

Reporting Procedures:
If staff encounter any online safety concerns, follow these reporting procedures:

e Contact the designated safeguarding lead or a member of the safeguarding team.

e Provide as much detail as possible about the concern, including dates, times, and individuals
involved.

e Do not confront individuals involved or take matters into your own hands.

Training and Awareness:

Insights are committed to providing ongoing training and awareness programs throughout the year
to all members of staff across all levels to ensure that everyone at the school is kept well-informed
about online safety, monitoring and reporting procedures.

Review:

The IT Director and IT Team will regularly review the effectiveness of Insights filtering and monitoring
systems and review this document annually in accordance with the latest KCSIE updates.

Conclusion:

By complying with the KCSIE 2024 guidance and implementing a robust, transparent filtering and
monitoring approach, Insights Independent School ensures that students are safeguarded while
accessing technology for education. These procedures also promote responsible use of technology
among staff and students alike.

For any questions or further clarification, please contact Michelle Ezekwe;
Email: mezekwe@insightsesc.co.uk
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Appendix B — Insights Staff Acceptable Use Agreement

Please see policy for full details*

Appendix C - Insights Home School Agreement for Virtual Learning

Please see table below and policy for full details*



Staffwill

Parents will

1.

Send the timetable for virtual
lessons to the
parent/guardian.

Contact parent/guardian to discuss the
arrangements in advance of session
date (ie. start time; parent/guardian
required to stay in room during
sessions; sessions will be recorded)
Ensure they adhere to the

‘Insights Staff Code of Conduct’

and the

‘Acceptable Use Agreement’

for ICT and virtual learning.

Ensure the appropriate virtual
learning settings have been
selected before the start of the
session.

Start and finish the session on time.
Remind students of expected
behaviours at the start of sessions
Provide access to the online
learning platform or Learning
Management System (LMS).

Deliver online lessons and
instructional materials.

Offer technical support and
assistance, as reasonably

possible.

1. Be made aware in advance of the
expected behaviours of all members
of the household in or nearby the
room where the session is to be held
(ie. use appropriate language, wear
suitable clothing;

2. Be present in the room for the whole
session and appear on screen or audio
at the start of the lesson to confirm
consent for their child to participate
(unless the appropriate
safeguarding measures are put in
place and agreed upon with the
school prior).

3. Ensure the Student(s) have accessto a
suitable device, reliable internet
connection, and necessary learning
materials.

4. Assist the Student(s) in
adhering to the schedule and
attending online lessons
punctually, and make the school aware
in advance if they will not be able to
attend the online lesson.

5. Confirm their agreement of ‘live’
classes being recorded and stored
securely. If any issues
were to arise, the video can be reviewed.

=
Stud,ents, will
1.

10.

11.

12.

Be made aware of the date of the session and
will be ready to start on time.

Discuss with their parent/guardian the behaviour
expectations for virtual learning sessions before
the session starts

Attend online lessons promptly and actively
participate.

Use appropriate language, wear suitable clothing,
not use mobile phones or any other electronic
devices at all times during the sessions.

Keep their cameras on and their mics
unmuted unless instructed otherwise by the
teacher.

Be visible on camera for the duration of the lesson.
Complete assignments and assessments

within the given timeframe.

Not record sessions.

Respond politely to the teacher when
answering questions and completing set
tasks.

Listen when the teacher or other students speak
in the session without interrupting

Maintain proper behaviour and respect for
teachers, classmates, and the learning
environment.

Use appropriate language and polite and positive.
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