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Internet Policy

1. Introduction and Overview
The purpose of this policy is to:

e Qutline the guiding principles for all members of the school community regarding the use of
ICT.

e Safeguard and protect the students and staff and help them to work safely and responsibly
with the internet and other communication technologies.

e Set clear expectations of behaviour relating to responsible use of the internet for educational,
personal or recreational use.

e Establish clear reporting mechanisms to deal with online abuse such as bullying that are cross
referenced with other school policies.

e Ensure that all members of the school community know that unlawful or unsafe behaviour is
unacceptable and that, where appropriate, disciplinary or legal action will be taken.

Scope of the policy

This policy outlines the principles and practices governing internet use at Insights Independent School.
It is designed to support a safe, ethical, and inclusive digital learning environment and applies to all
users of the school’s network and internet services, including staff, students, parents, volunteers, and
contractors.

It should be read in conjunction with the E-Safety Policy, Acceptable Use Agreements, Data Protection
Policy, Safeguarding & Child Protection Policy, and Al Use Policy.

This policy applies to all members of the Insights Independent School community, ie. staff, students,
volunteers, parents and carers and visitors who have access to and are users of the school’s ICT
systems.

Communication of the policy

The policy will be communicated to the school community in the following ways:

e Displayed on the school website, and available in the staffroom.
e Acceptable Use agreements included in the induction pack for new employees.

e Students informed throughout the academic year about Acceptable Use through discussion,
posters, reading, all lessons where ICT is used.
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2. Acceptable Use of the Internet

All internet use within school premises and on school-owned devices must be educational, lawful, and
aligned with safeguarding expectations. Unacceptable use includes but is not limited to:

e Accessing, creating, or distributing offensive, pornographic, extremist, or hate-related content
e Circumventing content filters or using VPNs to bypass monitoring

e Using personal email or cloud services to store or transmit student or school data

e Engaging in online bullying or harassment

Al tools may only be used by students under direct staff supervision and must not be used to process
personal or sensitive data unless approved under the school's Data Protection Policy.

3. Filtering, Monitoring and Logging

The school uses filtering and monitoring tools that comply with KCSIE 2024 and DfE expectations.
These include:

e Real-time keyword and content filtering

e Termly audits of logs and flagged incidents

e Logging of all user activity, retained for a minimum of 6 months
e Alert systems to detect potential safeguarding risks

The school will regularly review its filtering lists and monitor changes in emerging online risks (e.g. new Al,
social media and/ or gaming platforms).

4. Use of Devices, Network Access and Infrastructure
Managing the ICT infrastructure

The school is responsible for ensuring that the school infrastructure is as safe and secure as is reasonably
possible and that related policies and procedures are shared and implemented. It will also ensure that the
relevant people will be effective in carrying out their internet safety responsibilities with regards to the
ICT infrastructure.

e The school’s filtering and monitoring systems and procedures are designed and maintained to
meet the Department of Education’s filtering and monitoring standards for schools.

e The technical systems will be managed in ways that ensure that the school meets
recommended technical requirements.

e There will be regular reviews and audits of the safety and security of the school’s technical
systems.
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All users will have clearly defined access rights to the technical systems and Insights-owned
devices.

All teaching staff have a responsibility to check the websites they wish to use beforehand and
are accountable for students in their sessions who access the internet.

All users will be provided with a username and the opportunity to create a secure password;
users will be responsible for the security of their username and password.

Students have a student log-on and password.

The administrator passwords for the school ICT system are restricted to the ICT team and are
kept in a secure place.

Internet access is filtered for all users. lllegal content (child sexual abuse images) is filtered by
the broadband or filtering provider. Content lists are regularly updated and internet use is
logged and regularly monitored.

Additional filtering may be installed by the school as and when required; all requests for
filtering changes are authorised by the ICT team and School Director.

The school regularly monitors and records the activity of users on the school technical
systems and users are made aware of this in the Acceptable Use Agreement.

Users must report any technical incident or security breach to the School Director.

Security measures are in place protect the servers, firewalls, routers, wireless systems, work
stations, mobile devices etc from accidental or malicious attempts which might threaten the
security of the school systems and data. These are tested regularly. The school infrastructure
and individual workstations are protected by up to date virus software.

Personal data cannot be sent over the internet or taken off the school site unless safely
encrypted or otherwise secured.

Students must use school-owned devices for internet access; personal devices must be
approved before connecting to the guest Wi-Fi network via the IT Team.

Parents and carers do not have access to the school Wi-Fi or internal drives.
Staff must not hotspot from personal phones to school devices.
All user accounts must be password-protected with strong passwords changed every 120 days.

USB devices must be encrypted and only used with IT Director approval.
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5. Virtual and Remote Learning

All users participating in virtual learning must follow the school’s Home Agreement for Virtual Learning
(Appendix A).

e Sessions must take place on school-authorised platforms
e All sessions will be automatically recorded via Google Classrooms.

o Staff will adhere to safeguarding protocols when delivering or supervising remote sessions

6. Artificial Intelligence and Internet Use

e Al platforms must not be used to generate, analyse, or transmit sensitive or personal data unless
explicitly approved by SLT and IT Director.

e Students must not use generative Al tools (e.g., ChatGPT, image generators) unless supervised by
a staff member and for approved tasks.

e Staff must review outputs from Al tools before sharing with students.

No facial recognition, biometric analysis, or Al surveillance tools are used in conjunction with school
internet systems.

6. Cybersecurity and Threat Prevention
e All staff must complete annual cyber safety training (DfE/NCSC-approved)

e Phishing attempts, ransomware threats, or suspicious links must be reported to the IT Director
within 24 hours

e All software updates, particularly security patches, will be installed within 48 hours of release

e Staff must not use school credentials to register for third-party, non-school services

7. Incident Reporting, Breaches and Disciplinary Action

Conduct

e All users are responsible for using the school ICT systems in line acceptable use practice and
understand the consequences of misuse or access to inappropriate materials.

e Parents/carers and students will be given clear information about the consequences that might
result from misuse.
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Incident management

All Insights employees and the school community have a responsibility to report ICT issues and should
be confident that anything raised will be handled quickly and sensitively. The school actively seeks
advice and support from ICT consultants and external agencies in handling internet safety issues.
Parents and carers will be informed of any internet safety incidents relating to their own children.

Any breach of this policy may result in:
e Temporary or permanent loss of network access
e Disciplinary proceedings in line with the staff code of conduct or behaviour policy
e Safeguarding referrals where a serious risk is identified

Breaches must be reported to the IT Director and DSL. A breach log will be maintained and reviewed
termly.

8. Roles and Responsibilities
IT Director: Maintains infrastructure, leads incident responses, and enforces compliance
DSL: Coordinates safeguarding concerns related to digital activity
Staff: Monitor classroom use and uphold digital safety in teaching
Students: Use the internet responsibly and report concerns to an adult

Parents/Carers: Support responsible use of technology at home

The school will:

e Plan internet use carefully to ensure that it is age-appropriate and supports the learning
objectives for specific curriculum areas.

e Remind students about their responsibilities in an age-appropriate way when using ICT

e Ensure that staff model safe and responsible behaviour in their own use of technology during
lessons and in line with safe working practice.

e Ensure that staff and students understand issues around plagiarism and copyright/intellectual
property rights, and understand how to critically assess the validity of the websites they use.

e Ensure that staff understand the requirements of the Data Protection Act in terms of sending
and receiving sensitive personal information.

e Ensure all staff have access to the on-line internet safety training

e Ensure information and guidance on the Safeguarding policy and the school’s Acceptable Use
Policy is provided to all new staff which they are required to sign as evidence that they have
read the policy.
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The school recognises the important role parents and carers have in ensuring children and young people
are safe, responsible and can flourish online.

To support parents to understand online risks and the work of the school in this area, we will provide:

e Regular, up to date information in newsletters and on the website and social media,
particularly in response to emerging trends, whilst signposting to further resources and
parent / carer websites.

e Opportunities to share in their children’s internet safety learning.

e Support and advice on online safety for their children outside of school.

9. Education and the Curriculum
Student internet safety curriculum
The school references internet safety in all areas of school life. It covers a range of skills and
behaviours appropriate to students’ ages, experience and ability, including:
e Digital literacy.
e Acceptable use of technology and online systems.
e Acceptable online behaviour.
e Understanding of online risks.
e Privacy and security

e Reporting concerns

10. Social Media

Principles for the use of social media on behalf of the school

The administrators and moderators of the school’s social media accounts (ie. Linkedln and Instagram) are
Insights employees and are acting on the authorisation of the Executive Director. All employees must act
in the best interests of children and young people when creating, participating in or contributing content
to social media sites.

In addition they must:

e Be aware at all times of the need to keep their personal and professional lives separate. Staff
are not put themselves in a position where there is a conflict between their work for the
school and their personal interests.

e Be accurate, fair and transparent when creating or altering online sources of information on
behalf of Insights.
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e Not engage in activities involving social media that might bring Insights into disrepute or
represent their views as those of the school.

e Not discuss on social media personal information about students, the school staff or other
professionals they interact with as part of their job.

e Not use social media to attack, insult, abuse or defame students, their families, colleagues,
other professionals, other organisations or the school.

Personal use of social media

All employees are required to follow these guidelines in their personal use of social media in order to
safeguard their reputation and the reputation of the school:

e You must not have contact through any personal social media with any student or members
of their family, from this or any other school, unless the students are family members.

e You must decline ‘friend requests’ from students that you receive to your personal social
media accounts. If you receive requests from students who are not family members, you
should discuss these in general terms in class and encourage students to become ‘friends’ of
the official school site.

e Information that you have access to as part of your employment, including personal
information about students and their family members, must not be discussed on your
personal social media.

e Photographs, videos or any other types of images of students and their families must not be
published on your personal social media.

e School email addresses must not be used for setting up personal social media accounts or to
communicate through such media.

Guidance for personal privacy and safety

e Set the privacy levels of personal accounts as strictly as possible and opt out of public listings
on social networking sites.

e Keep passwords confidential and change them frequently.

e Be careful what you post online; it is not advisable to reveal home addresses, telephone
numbers and other personal information.

11. Data

The school has a Data Protection policy that is regularly reviewed and updated. This includes
information on the transfer of sensitive data and the storage and access of data
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12. Equipment and Digital Content

Personal mobile phones and mobile devices

Personal mobile phones and mobile devices brought in to school are the responsibility of the device
owner. The school accepts no responsibility for the loss, theft or damage of personal mobile phones or
mobile devices.

Student Use

e No students should bring mobile phones, mobile devices or electronic devices into school. Any
device brought into school will be removed from the student.

o The school strongly advises that student mobile phones should not be brought into school.
e Mobile phones are not to be used during lessons or during school hours.

e |[f a student breaches the school policy then the phone or device will be removed and held in a
secure place in the school office. Mobile phones and devices will be returned at the end of the
school day.

e Senior Leads are authorised to search student’s electronic devices if they have good reason to
think that the device has been or could be used to cause harm, disrupt teaching or break school
rules.

e Staff are advised not to search students’ mobile phones or electronic devices if they have
suspicions that the material they are about to view may be illegal, sexually explicit and/or
exploitative. All suspicions should be reported to the DSL and recorded on CPOMS.

Staff Use

e Staff are not permitted to use their own mobile phones or devices for contacting children,
young people or their families within or outside of the setting in a professional capacity.

e Insights-owned devices provided to staff, including mobile phones, cameras, i-pads and
encrypted USB memory sticks must be noted in the school’s records — name, make & model,
serial number. Any permitted images or files taken in school must be downloaded from the
relevant device and deleted in school before the end of the day.

e Mobile phones and other devices will be switched off or switched to ‘silent’ mode. Bluetooth
communication should be ‘hidden’ or switched off and mobile phones or other personal
devices will not be used during teaching periods unless permission has been granted by a
member of the senior leadership team.

e  Staff should not use their own devices, such as mobile phones or cameras, to take photos or
videos of students and must only use work-provided equipment for this purpose.

e Where staff are required to use a mobile phone for school duties — e.g. in case of emergency
during off-site activities, or for contacting students or parents - then a school mobile phone
will be provided. Where staff do not have access to a school device, they should use a desk
phone in one of the admin offices.

10
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13. Digital images and video recordings

We will always seek permission from parents and carers for the use of digital photographs or
video involving their child when their child joins the school.

We do not identify students in online photographic materials or include the full names of
students in the credits of any published school-produced video.

If specific student photos (not group photos) are used on the school website or prospectus we
will obtain individual parental or student permission for its use.

Students are taught to think carefully about placing any personal photos on social media sites.
The importance of privacy settings as a tool to safeguard their personal information
contributes to students’ internet safety education. They are also taught that they should not
post images or videos of others without their permission.

Students are supported to understand the risks associated with sharing images that reveal the
identity of others and their location, such as house number, street name or school, for example
in PSHE sessions and assemblies.

14. Digital images and video recordings

We will always seek permission from parents and carers for the use of digital photographs or
video involving their child when their child joins the school.

We do not identify students in online photographic materials or include the full names of
students in the credits of any published school-produced video.

If specific student photos (not group photos) are used on the school website or prospectus we
will obtain individual parental or student permission for its use.

Students are taught to think carefully about placing any personal photos on social media sites.
The importance of privacy settings as a tool to safeguard their personal information
contributes to students’ internet safety education. They are also taught that they should not
post images or videos of others without their permission.

Students are supported to understand the risks associated with sharing images that reveal the
identity of others and their location, such as house number, street name or school, for example
in PSHE sessions and assemblies.

Review and Monitoring

Internet safety is integral to other school policies including the Safeguarding & Child Protection Policy,
Anti-Bullying Policy, Data Protection Policy and Behaviour Policy.

This policy will be reviewed annually or more frequently in response to updates in legislation and

guidance, changing technology and on-line safety issues which may arise in the school

11
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Appendix A

Insights Online Filtering and Monitoring Guidelines - KCSIE 2024 Updates

Introduction:

At Insights Independent School we are committed to providing a safe and secure online environment for our students. To ensure compliance with the latest
updates from the Keeping Children Safe in Education (KCSIE) 2023 and 2024 guidance. We have implemented online filtering and monitoring measures. This
document outlines the key changes and expectations for staff.

Purpose:
The purpose of online filtering and monitoring is to:
- Protect students from exposure to harmful and inappropriate online content.
- Safeguard students from online threats, including cyberbullying and predatory behavior.

- Ensure that online activities align with our school's policies and procedures.

Key Updates from KCSIE 2024:

In accordance with KCSIE 2024, the following updates have been integrated into our online filtering and monitoring system:
- Enhanced monitoring of online activities, including email communication, chat applications, and web browsing.
- Real-time alerts for suspicious or concerning online behavior.
- Regular reviews and updates of filtering policies to adapt to emerging online risks.

- Staff training and awareness on the importance of online safety and reporting procedures.
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Expectations for Staff:
All staff members are expected to adhere to the following guidelines:
- Familiarize yourself with our school's online safety policies and procedures.
- Use school-provided devices and accounts for work-related tasks only.
- Report any concerns or incidents related to online safety to the designated safeguarding lead immediately.

- Do not attempt to bypass or disable any online filtering or monitoring measures in place.

Reporting Procedures:
If you encounter any online safety concerns, follow these reporting procedures:
- Contact the designated safeguarding lead or a member of the safeguarding team.
- Provide as much detail as possible about the concern, including dates, times, and individuals involved.

- Do not confront individuals involved or take matters into your own hands.

Training and Awareness:

Insights are committed to providing ongoing training and awareness programs to ensure that all staff members are well-informed about online safety and
monitoring procedures.

By adhering to these guidelines and staying informed about the latest updates from KCSIE 2024, we can collectively create a safer online environment for our
students.

For any questions or further clarification, please contact the IT Director Michelle Ezekwe; mezekwe@insightsesc.co.uk
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